Y4eOHbIN MJIAH
MOBBIIICHUS KBATU(DUKAIIMK CIIEIIAATMCTOB
1o “HGOPMAIIMOHHON 0€30MacHOCTH
«Obecneuenue 6e30naACHOCMU NEPCOHATbHBIX OAHHDBIX
npu ux oopadbomke 6 UHPOPMAUUOHHBIX CUCMEMAX NEPCOHAIbHBIX OAHHBIX)

[Iporpamma «OOecnieueHre O€30MaCHOCTU MEPCOHANBHBIX JAaHHBIX NPH HX
00paboTke B MH(OPMAIIMOHHBIX CUCTEMaX IMEPCOHAIBHBIX JAHHBIX» pa3padoTaHa B
MOPSIIKE UCTIONHEHUS penleHus: KoopAMHAIMOHHOro COBETA 10 3alluTe MH()OpMauu
Ipu OJHOMOYHOM Ipexncrasurene IIpesupenrta Poccuiickonn @enepauuu B
[TpuBomxckoM deaepanbHOM okpyre oT 9 okTsi6ps 2007 roja.

[Iporpamma pa3paboTaHa Ha OCHOBE THUIIOBOM MpOrpaMmbl [JIsi BY30B
[TpuBomkckoro denepajibHOr0 OKpyra, BeIyIlIUX 00pa3oBaTENbHYIO JESTENbHOCTh B
pamkax 9 rpynnel YI'C. TunoBas nmporpamma Obuia pazpaboTaHa pabodeil rpynmnoi
OKPY)KHOTO  Y4eOHO-METOJMYECKOr0 IIeHTpa Mo 3amure uHopmanuu u
pervoHanpHOrO  oTaAeneHus YMO  no  uHoOpMmManumoHHOW — Oe30macHOCTU
[IpuBomkckoro  QenepaibHOrO OKpyra, paccMOTpeHAa M PEKOMEHJOBaHa K
ucnoas3oBanuo YmnpasienueM OCTIK Poccun no IlpuBomkckomy denepaibHOMY
OKpYTY.

[enb 0OyueHus: MOArOTOBKA PYKOBOJUTENEH MOAPA3AEICHUN U CIIEIUATIMCTOB
10 MH(GOPMAIIMOHHOW 0€30MaCHOCTH K JIEATEIbHOCTH MO0 00ecreyeHu o 0€30MacHOCTH

MEPCOHANBHBIX JaHHBIX NpH UX 00paboTke B UH(MOPMAIMOHHBIX CHCTEMAX
MEPCOHANIBHBIX JJAHHBIX, B COOTBETCTBUU C COBPEMEHHBIMU TPEOOBAHUSIMU.

3amaun oOydeHHs: MpuoOpeTeHrne 3HAHWW, YMEHHH W HABBIKOB, JTOCTATOYHBIX
IJIs perieHus 3a7a4d no obecrnedeHnio 0e30MacHOCTH MEePCOHATBHBIX JaHHBIX MPH UX
00paboTke B MHOOPMALIMOHHBIX CUCTEMaX MEePCOHANIbHBIX JaHHBIX.

B pe3ynbraTe peanuszaiiy nporpaMmbl 00ydaeMble JOJKHBI:

UMeTh MpeAcTaBJIeHHE:

— 0 rocyJapCTBEHHOH cucTeMe 3alluThl HH(pOpMaIlUK, €€ 3a7adax, CTPyKType
Y TIEPCTICKTUBAX PA3BUTHS,

— 00 yrpo3ax 0€301nacHOCTH UH(GOPMAIIMK U UX UCTOYHUKAX;

— 0 cmocobax W CpencTBax TEXHWYECKOW 3allUThl KOHQHUACHIIUATHHOU
uHbOopMaIny;

3HATh:

— cojepKaHME€ HOPMATHBHBIX IPABOBBIX AaKTOB B 00JacTH oOecnedeHus
6e3omacHOCTH UHPOPMAIIUA B MHPOPMAIIMOHHBIX CHUCTEMaX MEPCOHATBHBIX
JTAaHHBIX;

— METOJABI W TPOIEAYPHl BBHISBICHHS YIpo3 O€30MacHOCTH MEePCOHATBHBIX
JAHHBIX MPU X 00pabO0TKe B MH(POPMAIIMOHHBIX CUCTEMAaX MEPCOHAIBHBIX
TaHHBIX;

— TMOPSJIOK OpraHu3anuu padoT mo odecrneueHro 6e30nacHOCTH HH(OpMaIuu
B MH(DOPMAITMOHHBIX CUCTEMAX MEPCOHATBHBIX JTAHHBIX;
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— TpeOOoBaHUs U PEKOMEHIAIUU MO 00ecIeueH0 0€30MacHOCTH HHPOpMAITUU
B MH(OPMAITMOHHBIX CUCTEMAX MEPCOHANBHBIX JTaHHBIX;

— METOJABI KOHTPOJII W OIIGHKH COCTOSHHMS oOecreueHus 0e30MmacHOCTH
MHGOpPMAIUU B HHPOPMAITMOHHBIX CUCTEMAaX MEPCOHAIBHBIX JaHHBIX;

yMeThb:

— COCTaBJISATh MEPEYEHb CBEJCHHI, OTHECEHHBIX K NEPCOHAJIBHBIM JaHHBIM U
MPOBOAUTDH UX KJIacCU(PUKAIIHIO;

— MPOBOJUTH KJIACCUPUKALMIO HHPOPMALMOHHBIX CHUCTEM MEPCOHAIBHBIX
JAHHBIX C COCTABJIEHUEM COOTBETCTBYIOLLETO aKTa;

— BBUIBISTH  aKTyajJbHblE  Yrpo3bl  0€30MacHOCTM  HMH(OpManuu B
MH(POPMAIIMOHHBIX CUCTEMAX NEPCOHAIBHBIX JaHHbIX;

— paspalarbiBaTh YacTHbIE MOJEIM Yrpo3 0€30MacHOCTH NepCOHAIbHBIX
JAHHBIX B KOHKPETHBIX HWH(POPMAIMOHHBIX CHCTEMax MepCOHAIBHBIX
JAaHHBIX C Y4YE€TOM HUX HAa3HAY€HHWs, YCIOBUH M  OCOOEHHOCTEU
(YyHKIMOHUPOBAHUS;

— 0opopMIISITh TEXHUYECKOE (YacTHOE TEXHUYECKOE) 3aJaHue Ha pa3padOoTKy
CUCTEMBI (ITOJACUCTEMBI) 3aLUTHl NEPCOHAIBHBIX JaHHbIX;

— paspalarbiBaTh HEOOXOAMMYIO OPraHU3alMOHHO-PACIOPSIUTENbHYIO U
HOPMATHBHO-TEXHUYECKYIO JOKYMEHTAIMI0O B HWHTEpPEcax OpraHU3aALMU
3alUTHl IEPCOHAIBHBIX JaHHbIX;

— IJJAaHUPOBATh, OPraHU30BBIBATb U KOHTPOJIMPOBATH BBHINOJHEHHE PabOT U
MEPONPUATUHN MO 3aIUTE NEPCOHATBHBIX JAHHBIX.

— oueHuBaTh  A(Q(EKTUBHOCTh  3alUTBl  MHPOPMAIUOHHBIX  CHCTEM
NEePCOHANIbHBIX JaHHBIX;

BJIaJ1eTh HABBIKAMM:

— paboThl ¢ 6a3aMU JTaHHBIX;

— paboThl ¢ TEXHUYECKUMHU U MPOTrPAMMHBIMU CPEJICTBAMU BBISIBICHUS YIPO3
0e30MacHOCTH HH(OPMALIUU U CPEACTBAMHU 3aILUTHI OT 3TUX YIPO3;

— pa3paboTKu HEOOXOJUMBIX JOKYMEHTOB B HMHTEpECax OpraHu3aluu padoT
no obecrneyeHuo 0e30MacHOCTH HMHPOpManuud B HH(OPMALMOHHBIX
CUCTEMAX MEPCOHAIBHBIX JAHHBIX.

OO6mast TpyI0€MKOCTh MPOTPaMMBI — 72 daca, KOTOPbIE€ BKIIOYAIOT B ¢€0sl BUJIbI
3aHITHI: JIEKIUM, TMPAKTUYECKUE W WHAUBHUAYaJbHBIC 3aHATHS, KOHTPOJb 3HAHUUI
(3auer).



1. ITepeyenn Tem

Ne Komn-Bo
HaunmeHoBaHME TeM
TEMBbI 4acoB
1. | BBenenue 6
2. | HopmatuBHO-ipaBoBoe oOO€cleUeHUEe 3allUThl  MEPCOHATBHBIX 12
JaHHbIX B Poccniickoit @enepannu
3. | OcHoBbI oOecniedyeHus 0€30MaCHOCTH NEPCOHAIBHBIX JaHHBIX IpPU
ux o00paboTke B WH(GOPMAIIMOHHBIX CHUCTEMax IMEPCOHATBHBIX 36
JTAHHBIX
4. |Tlopsimok co3naHusi W JKCIUTyaTalMd HHQOPMAIIMOHHBIX CHUCTEM 18
NEPCOHAIBHBIX JAHHBIX
Nroro: 72




2. PepepaTuBHOE ONMICAHUE TEM

T(;,anbl IlepeyeHb TeM M UX coepKaHUe
1 2
1. BBenenue

1.1. | Ilens, 3aa4n, CTPYKTYpa U COJEpKaHUE Kypca.

1.2. | OcHOBHbBIE  TOHATUS, TEPMUHBI W  OOpeneiaeHuss B 00JacTu
uH(GOPMaIIMOHHON 06€30MaCHOCTH.

1.3. | AKTyalbHOCTh npoOJIeMbI 3aIIUThI uHdopmaIuu. Crpykrypa
roCyJIapCTBEHHOM CUCTEMBI 3aIUTHl HHPOPMAITUH.

1.4. | Knaccudukanus yrpo3 Oe3zonacHoctd uHPopManuu. Kriaccudpukamus
KaHaJIOB YTEYKH MH(POPMAIIHUH.

2. HopmaTuBHO-nnpaBoBoe ofecneyeHue 3alUThI MEPCOHATbHBIX JAHHBIX
B Poccuiickoii @enepaunn

2.1. | Crpykrypa, 3ajaud W OCHOBHbIE (PYHKIIMM OpraHOB TIOCYJapCTBEHHOMH
BJIACTH, OTBEYAIOLIMX 33 OPraHU3aLMIO 3alIUThl NEPCOHAJIBHBIX AAHHBIX B
Pocculickon @enepanuu.

2.2. | 3akoHOojaTenbHAas U HOpMATHBHAs 0a3a MPaBOBOrO PETYJIUPOBAHUS
BOIIPOCOB 3aIIUTHI IEPCOHATBHBIX JaHHBIX. PYKOBOASIIIIME JOKYMEHTHI 1O
3aIMTE NEPCOHAJBHBIX JTAHHBIX.

2.3. | HopmaTuBHO-MeTOIMUECKOE oOecreueHre 0€30nacHOCTH
UH(OPMAIIMOHHBIX CUCTEM MEPCOHATBHBIX JAHHBIX B OpraHax BJIACTH,
YUPEKICHUSIX (IPEITPUSTHUSIX).

2.4. |llopsnok  JAWIEH3UPOBAHUS  ONEPATOPOB  MHGOPMAIMOHHBIX  CHUCTEM
MEPCOHATBHBIX JIAHHBIX.

3. OcHoBBI o0ecnieyeHHsi 0€30MACHOCTH IMEPCOHAJBHBIX JAHHBIX NPH MX
00padoTke B MHGOPMALNMOHHBIX CHCTEMAX MEPCOHAJTBHBIX JAHHBIX

3.1. |Ilonsitue  UHPOPMALMOHHON  CHUCTEMBl  IEPCOHAIBHBIX  JAHHBIX.
Knaccudukanus wuHOOPMAIMOHHBIX CHCTEM MEPCOHAIBHBIX JIAHHBIX C
COCTABJICHMEM COOTBETCTBYIOIIETO AKTa.

3.2. | bazoBas Mojenb yrpo3 0€30MaCHOCTH MEPCOHAJBHBIX JAHHBIX MPU HX
00paboTke B MHGOPMAIIMOHHBIX CUCTEMAaX MEPCOHATBHBIX JTAHHBIX.

3.3. | Meronuka onpejeneHusi akTyajdbHBIX yrpo3 0€30MacHOCTU MEPCOHAIBHBIX
JAQHHBIX MPU UX 00paboTKe B MH(GOPMAIIMOHHBIX CUCTEMAX MEPCOHATBHBIX
JTAHHBIX.

3.4. | Pa3paboTka 4yacCTHBIX MOJEJIel yrpo3 0€30MaCHOCTU EPCOHABHBIX JAHHBIX
B KOHKPETHBIX HH(POPMAIMOHHBIX CHUCTEMaX IMEePCOHAJIBHBIX JIaHHBIX C
Y4EeTOM MX Ha3HAYEHUSs], YCIOBUM U 0COOEHHOCTEH (PYHKIIMOHUPOBAHHS.

3.5. | Mepomnpusaruss 1o  TeXHUYECKOMY  oOecriedeHuto  0e30MacHOCTH

NEePCOHANIBHBIX JAaHHBIX MPHU UX 00paboTKe B MH(GOPMAIMOHHBIX CUCTEMaXx
NEPCOHATBHBIX JJAHHBIX Pa3JIMYHBIX KJIACCOB.
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3.6. |CpenctBa 3amuThl  WHGOPMAIMHM, TMPUMEHSIEMbIE TPU  3aIIUTE
MH()OPMAIIMOHHBIX CUCTEMAX MEPCOHATbHBIX JAHHBIX.

3.7. | OneHka 3alIUMIIEHHOCTH WHOOPMAIIMOHHBIX CHUCTEMAax MEPCOHAIBHBIX
naHHbIX. [ops10K NpUHATHS peleHus] 0 HEOOXOIMMOCTH MEP 3aLLUTHIL.

3.8. | TpeOoBaHuss K MOATOTOBKE K YTWIM3ALMM U TOPSAOK YTUIU3ALUU
NEPCOHAIBHBIX JIaHHBIX M MAIIMHOYUTAEMBIX HOCHUTENEH HH(OpMaluH,
HCIOJb3YEMBIX B 00pa0OTKe MEPCOHAIbHBIX TAHHBIX.

3.9. | 3alIMINEHHBIA 3JEKTPOHHBIM JTOKYMEHTOOOOPOT NEPCOHAIBHBIX JaHHBIX.
Hcnonp3oBanue 37€KTPOHHOM HUGPOBON MOANUCH B UHGOPMAIMOHHBIX
CUCTEMAX MEePCOHAIbHBIX JAHHBIX.

4. Iopsimok co3a0aHuMsi M IKCIUIyaTaUMU HMHPOPMALMOHHBIX CHCTEM
NMEePCOHAJbHBIX JAHHBIX

4.1. | O6muit mopsiIOK opraHu3anuu ooecrneyeHust 0€30MacCHOCTH MEePCOHATBHBIX
JAHHBIX B UH(QOPMALIMOHHBIX CUCTEMaX MEPCOHAIBHBIX JAHHBIX.

4.2. | PazpaboTka TEXHUYECKOTO OOOCHOBAHUS Ui CO3JAHUSI CUCTEMBI 3alUThI
MH(GOPMALIMOHHBIX CUCTEM MEPCOHAIBHBIX JAHHBIX.

4.3. | OdopmieHrne TEXHUYECKOTO (YACTHOTO TEXHUYECKOTO) 3aJlaHus Ha
pa3pabOTKy CUCTEMBI (MOJICUCTEMBI) 3allIUThI IEPCOHAJILHBIX JaHHBIX.

4.4. |llopsmok  BHenpeHuss  cpelacTB  oOecrieyeHuss  MHPOPMALMOHHON
0€30MacHOCTH HH()OPMALIMOHHBIX CUCTEMAX MEPCOHAIbHBIX JIaHHBIX.

4.5. | TpeboBaHus mo arrecrauud HH(MOPMALMOHHBIX CHCTEM MEPCOHAIBHBIX
JAHHBIX.

4.6. | Texnuueckoe oOCITyKMBaHUE U PEMOHT aTTECTOBAHHBIX MH(YOPMAIIMOHHBIX
CUCTEM NEPCOHAIBHBIX JaHHBIX.

4.7. | lleppuonuyHOCTh M coOJepXKaHUEe PAadOT MO KOHTPOJO oObecreueHus

0e30MMacHOCTH INCPCOHAJILHBIX TAHHBIX.




